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SMTP 3" Party Routing Directions

Configuring SmartMsg for inbound SMTP (email and SMS message
responses)

SMTP (Simple Mail Transfer Protocol) is a standard protocol used for sending E-mail messages.
The SMTP protocol is also commonly used to send SMS text messages to cell phones and text
pagers. The SmartMsg SMTP Module is designed to utilize its own built-in SMTP server for
sending SMTP messages and receiving SMTP responses. This built-in SMTP server requires
outbound TCP port 25 to be open from the SmartMsg Server to the Internet (unless only internal
SMTP messages are sent). Using the SmartMsg built-in SMTP server is the recommended
configuration. The SmartMsg built-in SMTP server is designed for sending large volumes of
alerts within short time frames. It is optimized specifically for the SmartMsg purposes.

SMTP Routing (from Email server to SmartMsg)

Alternately, the SMTP module can be configured to route messages through a separate mail
server, such as Microsoft Exchange, rather than utilizing its own built in SMTP server. Although
not the preferred method, it is available for situations in which the recommended manner of
using SmartMsg’s SMTP server is not feasible.

The following diagram shows an example of the alternative method, in which a 3 party SMTP
server receives responses and forwards those responses to the SmartMsg server.
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Configuration steps
Routing SmartMsg SMTP responses through 3" party Email server

1)

2)

3)

.‘EﬁMudule Setup - SMTP Module

Create or identify a domain or subdomain that can be dedicated to SmartMsg
replies.

This domain/subdomain must be different from any used for receiving non-SmartMsg
email. For example, if company ABC normally receives email at ABC.com, a
separate subdomain of sm.ABC.com could be utilized for all SmartMsg SMTP replies.

Configure SMTP traffic addressed to SmartMsg to be routed to the SmartMsg
server.

In most cases, this can be accomplished by setting up a smart host entry on the Email
server. See Configuring a Smart Host entry section for more information. If 3"
party software is utilized for routing SMTP to alternate servers, consult that
software’s documentation.

SmartMsg Configuration

Configure the SmartMsg SMTP module with the proper domain information. Verify
SMTP responses are enabled specify the correct domain under mail server domain.
The following screenshot shows the SMTP module configured to receive SMTP
responses at sm.ABC.com

|| SMTP Module settings can be accessed in the

- . SmartMsg Administrator Tool. Select
General T Settings T Device Defaults .
- Properties from the Global menu and then
 Settings _ double click ‘SMTP Module’ in the module list.

Outbound SMTF zettings Y

Timeout: Thread count: Max retnes: ;

IED 'I seconds |25 j |3

Server throttle:  Retry delay: FQDN [optional):

|2EI ms |2 minutes

{" Use Codespear SMTP server
—{* Use relay SMTP server

SMTP Server IP:

Login name:

Login password:

p—

v Enable SMTP responses

SmartMzg mail server domain [domainname. com):

sm.ABC. com

Dynamic addrezs header: F3<dest@__): |CSH

[~ Enable device logging

I ¥erbose logging

Ok

Cancel
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Configuring a Smart Host Entry

A Smart Host entry allows for routing SMTP to an alternate server. Smart Host entries can be
used to route SmartMsg SMTP responses from a Microsoft Exchange to SmartMsg.

1) Open Internet Services Manager

2) Expand the Server properties by clicking the + sign to the left of the server name.
3) Right click Domains under Default SMTP Virtual Server.

4) Select New -> Domain

5) Click Next.

6) Type in the domain name that was designated for SmartMsg responses.
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